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Advanced Computer Information System Sluldl e Ll Sleglaodd ol el

Audit Trail L Al jl
Checkpoint/Restart el astef /asTl dhas
Data Base <UL saels
Data base Administrator (DBA) UL saels o
Data Base Management Systems (DBMS) <UL e 5)00) ‘..k.»
Integrity (UL sy JUas f ol
Internal Controls LA L6 dal g
On-Line IRy ‘.Jé.'.M
Real-time u.uJ-! iyl o
Reliability Ll &l
Security Lgels ¢ o

Pl o dnll Slogladd gzt ol
(Advanced Computer Based Information System)
An Information system characterized by the following features:

(a) remote terminals within a communications network linked to a main
computer.

(b) a data base management system software to manage the organizational data
bases.

(c) sophisticated computer users to interact with the system for their planning
and control activities.
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(Audit trail) ot A Aol s

Accounting control procedures that provide documentary evidence of
processing so that original transactions can be traced forward to related records
and reports, and records and reports can be traced back to their component
source transactions (SRA, 1977 b, p. 219).
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(Checkpoint/Restart) sl Bsle] Jast daz

A means of restarting a program at some point other than the beginning,
used after a failure or interruption has occurred. Checkpoints may be used at
intervals throughout an application program; at these points records are written
giving enough information about the status of the program to permit its being
restarted at that point. (Martin, 1977, p. 685).
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(Data Base) Tobb suel

A collection of interrelated data stored together with controlled redundancy
to serve one or more applications; the data are stored so that they are
independent of programs which use the data; a common and controlled approach
is used in adding new data and in modifying and retrieving existing data within a
data base. A system is said to contain a collection of data bases if they are
disjoint in structure. (Martin, 1977, p. 686).
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(Data-Base Administrator (DBA) FCEHIN | P LR v
Anindividual with an overview of one or more data bases, who controls the design
and use of these data bases. (Martin, 1977, p. 686).
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(Data Base Management System (DBMS) t oL sueld 5 ,l0) pla
The collection of software required for using a data base. (Martin, 1977,
p. 686).
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(Integrity) (AL sel) ol f Jles
«When a data base contains data employed by many different users it is
important that the data and associations between data items not destroyed.
Hardware failures and various types of accidents will occur occasionally. The
storage of data and its updating, and insertion procedures, must be such that the
system can recover from these circumstances without harm to the data. An
installation needs to be able to guarantee the integrity of the data it stores.

In addition to protecting data from systems problems, the integrity checks
may also be designed to ensure that data values conform to certain specified
rules. For example, they may be constrained to lie within certain ranges of values.
Tests may be made by checking the relationship between several data values».
Martin, 1977, p. 37.

«The problem of integrity is the problem of ensuring-insofar as it can be
ensured-that the data in the data base is accurate at all the times.

Maintaining the integrity of the data base can be viewed as protecting the
data against invalid (as opposed to illegal) alteration or destruction. Integrity is
thus distinct from security, although the two topics are closely alied, and indeed
the same mechanism may be used to acheive the preservation of both, at least to
some extent. (Date, 1977, p. 395).
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The term data base integrity includes validation of data entry,
backup/recovery procedure for protecting the data against any loss or
destruction.
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(Internal Controls) cals L L6 Y ll gl
Procedures that ensure the accuracy and completeness of manual and
automated transactions, origination and processing, record keeping and

reporting, and the avoidance, detection, and correction of errors and omissions.
(SRA, 1977, p. 219).
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(On-Line) ey \..E:JI

An on-line system is one in which the input data enter the computer directly
from their point of origin and/or output data are transmitted directly to where
they are used. The intermediate stages such as punching data, writing tape,loading
disks, or offline printing are avoided. (Martin, 1977, p. 692).
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(Real time) :g‘:,iJ-l <l V‘h‘
1. Pertaining to actual time during which a physical process transpires.
2. Pertaining to the performance of a computation during the actual time that

the related physical process transpires in order that results of the
computation can be used in guiding the physical process.

3. Pertaining to an application in which response to input is fast enough to
effect subsequent input, as when conducting the dialogues that take place at
terminals on interactive systems. (Martin, 1977, p. 693).
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(Reliability) 14343 00 ol Za2lt
The measure of confidence that may be placed in a set of records or reports.
The test of reliability is whether a reconstruction, following accepted accounting
practices, would yield approximately the results actually obtained. The closeness
with which the records or reports conform to the results thus theoretically
obtainable constitutes the degree of reliability. (Kohler, 1970, p. 367).
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(Security) LA Ligele of ol
Data security refers to protection of data againt accidental or intentional

disclosure to unauthorized persons, or unauthorized modifications or destruction.

Security is a highly complex subject because there are so many different
aspects to it. A systems analyst responsible for the design of security needs to be
familiar with all features of the system because the system can be attacked or
security breached in highly diverse ways. Sometimes a great amount of effort is put
into one aspect of security and other aspects are neglected.

The following seven requirements are essential for data-base security:

1. The data should be protected from fire, theft, or other forms of destruction.
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2. The data should be reconstructable because, however good the precautions,
accidents sometimes happen.

3. The data should be auditable. Failure to audit computer systems has
permitted some of the world’s largest crimes.

4. The system should be tamperpoof. Ingenious programmers should not be
able to bypass the controls.

5. No system today is completely tamperpoof , but bypassing the controls can
be made extremely difficult. Users of the data base must be positively
indentified before they can use it.

6. The system must be able to check that users actions are authorized.

7. Users’ actions should be monitored so that if they do something wrong they
are likely to be found out (Martin, 1977, p. 38).
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(Source: SRA, 1977 a, p. 20)
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Toesat g e PO

«... management’s needs and data processing capabilities have both become more complex
and have merged. As more business fuctions have been computerized, business operations and
management have become dependent upon data processing and the internal controls that
ensure accuracy and completeness Traditional control and audit methods, tools, and techniques
have become outmoded as a result of changes in the structure and form of computer application
systems. With greater reliance on data processing have come new potentials for loss.

... the potential for loss associated with the use of data processing is increasing and taking
new forms, as procedures once performed manually are automated. Traditional systems and
procedures relied on manual checks and verifications to ensure the accuracy and completeness
of data and records. In such an environment, exceptions could be handled as they were
encountered. Decisions could be made without much delay in processing. Manual control was
maintained over most, if not all, phases of transaction processing and record keeping». (SRA,
1977 a, p. 13).

Ibid, p. 17.
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Andrews, F., «Why didn’t Auditors Find Something Wrong with Equity Funding?»,
The wall Street Journal, May, 4, 1973, pp. 1, 21.
Blundeli, W .E., «A Scandal Unfolds: some assets Missing, Insurance Called Bogus at
Equity Funding Life,» The Wall Street Journal, April 2, 1973, pp. 1, 8.
Blundel, W.E., «Equity Funding's Worth is $§ 185 Million Less Than Firm Had
Claimed, Trustee Estimates», The Wall Street Journal, February 22, 1973, p. 5.
Kleinfield, N.R. «Crooks and Computers Are An executive Team, Business World
Learns», The Wall Street Journal, April 26, 1973, pp. 1, 14.
323
: &Y (Business week) < Ylasy slas] (o)
«A Continuing Hangover from Equity Funding» April 28, 1973, p. 42.
«On the Coast-to-Coast Trail of Equity Funding», April 21, 1973, pp. 68-72.
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American Institute of CPAs.
Securities and Exchange Commission.
New York Stock Exchange.
Toche Ross & Co.
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Allen, B., «The Biggest Computer Frauds: Lessons for CPAs», The journal of
Accountancy, May 1977.
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American Institute of CPAs, Guidelines for Development and Implementation of Computer
Based Application Systems, MAS Guideline Series Number, 4 1976.

AICPA Professional Standards, Volume 1, as of July 1, 1977, AU Sections 320. Commerce
Clearing House, chicago, Illirois.

AICPA, The Auditor’s Study and Evaluation of Internal Control in EDP Sysstems, Aduit
and Accounting Guide, 1977.

AICPA, Management Control and Audit of Advanced EDP Systems, Computer Services
Guidelines, 1977.
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«... It is difficult to conceive of an auditor with no familiarity with EDP being able to truly
understand the system, let alone come to any meaningful opinion regarding the adequacy of the
controls. For example, in a perpetual inventory system, how can an auditor be assured that the
correct record on tape (or disk) has been updated unless he has some awareness of file
organization, magnetic header labels and file update procedures? how can he satisfy himself
that all records have been processed unless he understands the nature of batch controls and
trailer records?

In many instances, especially where the system is simple, the auditor may be able to skirt
the computer and obtain his audit assurances by means of extensive examination of detailed
printouts, where these exist. But what a price to pay for the questionable privilage of conducting
an audit without an awareness of the system’s weak and strong links... (Horwitz, p. 50).
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Effective Control of Computer-based
Information Systems: Some Practical Considerations
to Facing Current Challenges Especially in the Arab Environment

A. S. Noor

The increasing use of computing capabilities in business and government data
processing has its clear implications for the effective audit and control of
computer based information systems. On the basis of empirical observations in
business organizations and government departments in the Arab World, it
appears that there is a growing gap between what should be and what is currently
taking place.

This paper examines challenges currently facing those responsible for the
audit and control in the computer environment in business organizations and
government department in the Arab World. It outlines a number of possible
approaches that could be adopted to narrow the above-indicated gap. Based on
the experience of leading organizations in advanced countries, this paper draws
some lessons regarding effective approaches for the audit and control of computer
based information systems in Arab developing countries.
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