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The legal framework of cyber security for the Gulf
Cooperation Council Countries

Fahed A. Abdulrahman®
Abstract

Objectives: The study aimed to review reality of international and
Gulf laws regulating of cyber security, and develop a proposed
vision for unified and regulating law in the GCC to address current
and future threats, and to harmonize between centralization and
flexibility in cyber security legislation, through weighing the plus-
es to the minuses, and presenting recommendations for decision
makers and legal professionals to protect cyber security. Method:
The study followed historical approach of the regulating of cyber
security in the GCC, whether at the national level for each country,
or at the regional level combined, and the Arab and international
laws related to cyber security and the extent to which Gulf laws
are compatible with them. And analytical approach to harmonize
between centralization and flexibility related to cyber security in
the GCC without prejudice to national sovereignty and its laws.
Results: The results showed no unified international definition
of the concept of cyber security, and the absence of specific defi-
nitions for both cyber crime and cyber attack and the difference
between them. The rules of international humanitarian law also
apply to cyber attacks if the condition of simultaneity between the
cyber attack and the conventional attack is met. The absence of
unified cyber security law in the GCC countries, and the regional
strategy for these countries. Conclusion: The absence of unified
Gulf cyber security law in the GCC weakens the capabilities to
confront cyber attacks, and the absence of specific definitions of
cyber crime and cyber attack, and the differences between the two
defunction the adequate legal mechanism to deal with both.

Keywords: cyber security, national security, the unified Gulf
cyber security law, national sovereignty
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