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Abstract

Purpose: This study explores best practices for developing artificial intelligence appli-
cations in electronic commerce businesses and examines factors that may influence the
adoption of such applications in this sector.

Study design/methodology/approach: A quantitative research approach was employed, using
a survey questionnaire for data collection and structural equation modeling for data analysis.
Sample and data: A total of 264 valid responses were obtained from participants who are
currently employed, utilize technology in their professional activities, hold current or pre-
vious managerial roles, work in businesses that sell products or provide services online, and
incorporate artificial intelligence into their work practices.

Results: The findings indicate that businesses prefer in-house development of artificial
intelligence applications to maintain competitive advantage by leveraging real business
data for artificial intelligence training. Moreover, the characteristics of artificial intelligence
technology and organizational capabilities significantly and positively affect the adoption
of new artificial intelligence applications in electronic commerce businesses.
Originality/value: The study addresses critical gaps by identifying best practices for devel-
oping artificial intelligence applications in electronic commerce businesses, emphasizing
the importance of data management, privacy, and governance, as well as offering a frame-
work for the adoption of artificial intelligence applications.

Research limitations/implications: The study is limited by a small sample size and focus-
es solely on electronic commerce businesses. The results of this research can guide elec-
tronic commerce businesses in making informed decisions about adopting new artificial
intelligence solutions aligned with their operational goals.
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Introduction

The use of electronic commerce (e-commerce) by consumers to purchase
products or services online is growing rapidly. According to Bawack et al. (2022)
e-commerce is becoming a global norm, especially after the COVID-19 pandem-
ic. In 2023, for example, consumers spent nearly $1.3 trillion on online retail in
the United States of America (USA)-the highest amount ever recorded for e-com-
merce businesses in the country (comScore, 2024). Similar trends are observed
elsewhere, in the same year, 63.7% of internet users in the Kingdom of Saudi
Arabia (KSA) made online purchases. Given this growing demand, businesses
must upgrade and optimize the information systems (IS) that support their online
shops or applications to improve the customer experience. Developing business
information systems (BIS) with integrated artificial intelligence (AI) and business
analytics capabilities should be a strategic priority for many businesses.

Arecent study by PwC assesses the economic potential of AL, indicating that it
is poised to be a transformative force, with the potential to boost the global econo-
my by up to $15.7 trillion by 2030, despite still being in an early stage of develop-
ment (PwC, 2020). Ensuring data quality, consistency, and security is essential for
the successful implementation of Al; however, e-commerce enterprises often face
challenges in organizing and integrating the complex, large-scale, and heteroge-
neous datasets required for Al-driven solutions (Jakkula, 2022). Al training data
is vital for the development of Al models and directly influences the performance
of Al systems, particularly in supervised and reinforcement learning, making it
a significant regulatory concern (Hacker, 2021). The effectiveness of various Al
systems, including their decisions and actions, depends heavily on the datasets
used for training these systems (EU Commission, 2020). Large volumes of data
are essential, forming the foundational basis for machine learning algorithms to
learn, make predictions, and progressively improve their performance. Indeed, Al
applications require high-quality, appropriate, representative, and accurate data
to achieve optimal outcomes (Aldoseri et al., 2023). In addition, data governance
is necessary to ensure that the data used in training and managing Al systems is
accurate, fair, and properly applied (Maslej et al., 2024).

Although most machine learning research assumes that input data is easily ac-
cessible, the process of data collection has recently become a key research focus
within the data management community (Whang et al., 2023). Currently, there
is a lack of empirical studies on Al applications in e-commerce (Kashyap et al.,
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2022). Bawack et al. (2022) suggest that future research should explore the ethical
and privacy challenges that may hinder Al adoption in e-commerce. To develop
Al applications for e-commerce, businesses must supply data to train these Al
systems so they can be effectively deployed. A primary concern is the source of
training data. Ideally, organizations should rely on their own data to ensure the
integrity of the development process, which can be conducted in-house to meet
the organization’s specific needs. However, investment in Al and other advanced
systems can be extremely costly, and their development requires highly skilled
experts. Therefore, organizations might opt to outsource the development of such
systems to information technology development vendors who have the right ex-
pertise and experience. Nevertheless, concerns may arise about sharing real busi-
ness data with these vendors, including issues related to data privacy, security,
and accessibility.

The current study seeks to address research questions and gaps identified by
Sunyaev et al. (2023) for future investigation. Specifically, the study investigates
how businesses manage their data as a critical resource for training Al applica-
tions-whether they share their data with Al providers or develop systems inter-
nally to maintain a competitive advantage. The aim of this study is to explore
best practices for utilizing real business data intended for training Al systems
during the development of new Al systems. Thus, this research contributes to the
literature by exploring best practice in the development of BIS with embedded
Al and business analytics capabilities for e-commerce businesses. In addition, it
identifies factors that may influence the adoption of new Al systems. The findings
can support e-commerce businesses in developing Al solutions. The next section
reviews the relevant literature and outlines the theoretical background. This is
followed by the research questions and methodology, then the results of the data
analysis. The article concludes with a discussion and summary.

Literature Review

Today, businesses must adapt to the rapidly changing business environment
to remain competitive and sustain operations. Thus, technology adoption and IS
development can support organizations in addressing these adaptive challenges.
In addition, Al applications can enable workers to perform their tasks more effi-
ciently with higher quality (Maslej et al., 2024). However, empirical research on
Al and its innovation in e-commerce lacks systematic understanding and remains
in its early stages (Cheng et al., 2023; Mikalef & Gupta, 2021). Furthermore,
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Ahmad et al. (2023) highlight a shortage of research on the data management and
modelling requirements for Al systems.

In this section, key concepts are clarified. According to Pankowska (2015)
BIS is defined as: “a computer-based system [that] helps employees deal with
the planning for, development, management, and use of business information”.
In this study, BIS, IS, and e-commerce applications are used interchangeably.
Moreover, Al refers to “a computer system that is built or programmed to think
like human beings and rationally solve problems by applying disciplines such as
understanding languages, possessing knowledge, and also it is automated and
has a robotic function” (Rath et al., 2022). Al has also been defined as “a collec-
tive term for computer systems that can sense their environment, think, learn, and
take action in response to what they 're sensing and their objectives” (PwC, 2020).
Another definition states that “Al is the ability of a system to identify, interpret,
make inferences, and learn from data to achieve predetermined organizational
and societal goals” (Mikalef & Gupta, 2021). In this study, Al capabilities refer to
any BIS with embedded Al and business analytics features. Furthermore, business
analytics is defined as “a set of computer technologies, statistical techniques, and
mathematical models to discover meaningful patterns or relationships in data for
the purpose of gaining insights into business operations and making better, fact-
based decisions” (Kuo & Li, 2014). Lastly, e-commerce can be defined as “the
buying and selling of goods and services on the Internet” (Harshitha et al., 2024).

According to PwC (2020), Al applications include automated intelligence, as-
sisted intelligence, augmented intelligence, and autonomous intelligence. Al can
drive performance improvements in terms of scale, customization, innovation,
flexibility, speed, and decision-making (Borges et al., 2021). For e-commerce
businesses, Al can be implemented across various business functions to enhance
efficiency and productivity. The integration of Al in e-commerce enables business-
es to deliver personalized shopping experiences and customized recommendations
to boost customer engagement and brand loyalty. Additionally, Al can optimize
operational processes such as inventory management, supply chain logistics, and
predictive market analytics, resulting in enhanced organizational performance and
cost-effectiveness (Boukrouh & Azmani, 2024; Marjerison et al., 2022; Mikalef et
al., 2019; Pallathadka et al., 2023; Tang et al., 2023; Tran & Huh, 2023).

Businesses’ primary concerns with Al include privacy, data security, and re-
liability. Privacy and data governance risks have been identified as the foremost
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global challenges associated with the adoption of responsible Al tools (Maslej et
al., 2024). In addition, according to Mikalef and Gupta (2021), data is one of the
key enablers in harnessing the potential of Al applications, and the availability of
high-quality data is critical, as it must be used during the training of the Al appli-
cation. The availability of adequate and reliable data is essential for the effective
functioning of the AI application. Therefore, it is vital for society as a whole to
ensure the provision of sufficient reliable data to allow machines to operate effi-
ciently (Nti et al., 2023). One of the main barriers to implementing Al is the lack
of adequate systems and data. All new Al systems must be trained using real data
before they are deployed. This process is referred to as machine learning. Such
learning enables Al systems to make predictions and identify patterns (Sharda et
al., 2021). Machine learning involves discovering connections within data and
cases by being exposed to a large volume of relevant data and examples (Sharda
et al., 2021). According to Maslej et al. (2024), the cost associated with training
Al models can be very high. For instance, OpenAl’s ChatGPT-4 training cost is
estimated at $78 million, while Google’s Gemini Ultra training cost is projected
at $191 million (Maslej et al., 2024).

A substantial number of studies are related to this topic. Some researchers
have examined the adoption of Al applications within businesses across different
contexts (Agarwal et al., 2024; Barata et al., 2024; Bisht et al., 2024; Chen et al.,
2023; Kar & Kushwaha, 2023; Merhi & Harfouche, 2024; Pillai & Sivathanu,
2020; Rahman et al., 2023; Rawashdeh et al., 2023). Others have provided litera-
ture reviews on the application of Al in e-commerce (Bawack et al., 2022; Borges
etal., 2021; Boukrouh & Azmani, 2024; Erdogan, 2023; Fedorko et al., 2022; Ne-
cula & Pavaloaia, 2023; Saleem & Naseem, 2023; Zhang et al., 2023). Additional
studies explore the application, role, impact, and utilization of Al in e-commerce
(Ayyapparajan & Sabeena, 2022; Cheng et al., 2023; Fatima, 2023; Gochhait et
al., 2020; Gupta et al., 2024; Gururaj, 2021; Haidar, 2024; Harshitha et al., 2024;
Hassan & Abdulkhaleq, 2022; Kashyap et al., 2022; Khrais, 2020; Lari et al.,
2022; Marjerison et al., 2022; Micu et al., 2021; Mikalef et al., 2019; Prabha,
2021; Rashidin et al., 2021; Shyna & Vishal, 2017; Song et al., 2019; Soni, 2020).

In this section, some studies relevant to the current research topic are intro-
duced. Hacker (2021) examines the legislative challenges related to Al training
data in the European Union (EU), offering a detailed analysis of the existing legal
framework and suggesting key changes to address three major risks: data quality,
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discrimination, and innovation. The article emphasizes that training data poses
substantial regulatory challenges due to its critical role in Al development and
the associated risks (Hacker, 2021). Hacker (2021) also points out the need for
a suitable legal structure for Al training data that effectively balances individual
protection with the promotion of innovation.

Aldoseri et al. (2023) provide a comprehensive analysis of the challenges
and opportunities associated with utilizing data for Al, recommending the imple-
mentation of robust data management techniques to fully utilize AI’s capabilities
while also maintaining ethical and security standards. The European Commis-
sion’s White Paper on Artificial Intelligence, published in February 2020, pre-
sents a strategic framework for Al development in Europe and a legal framework
to support a high-quality and reliable ecosystem. The European Commission
supports a regulatory approach that considers the level of risk associated with
Al applications, especially those that present significant risks (EU Commission,
2020). Another report published by the European Parliamentary Research Ser-
vice in February 2023 aims to modernize the EU’s liability framework to address
the specific challenges posed by Al systems. While the concept has been mostly
well-received, there are concerns regarding its adequacy, compliance with the Al
Act, and potential impact on innovation (Madiega, 2023).

The EU’s Al Act (2024) is a comprehensive legislative framework intended to
ensure the reliability and conformity of Al systems with European principles. This
Act categorizes Al systems based on their level of risk, ranging from being com-
pletely unacceptable and prohibited to minimally regulated. The Al Act outlines
procedures to ensure compliance and imposes substantial penalties for non-com-
pliance, with the aim of promoting innovation, protecting basic rights, and foster-
ing public trust in Al technologies. Article 10 of the Al Act introduces a detailed
governance framework for managing training, validation, and test data-collective-
ly referred to as training data. Article 10 also specifies that governance for prop-
erly managing the training datasets must consider data collection methods, data
processing, inherent biases, and data gaps. The datasets should demonstrate rele-
vance, representativeness, accuracy, and the highest possible degree of complete-
ness. In addition, high-risk Al systems are required to use datasets of high quality,
relevance, and representativeness for training, validation, and testing purposes.
Robust data governance policies are essential to ensure that the data is free from
errors and biases that could compromise health, safety, or fundamental rights. Ar-
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ticle 10 also permits the use of sensitive personal data to detect and correct bias,
subject to strict safeguards. These requirements aim to ensure that high-risk Al
systems are developed on a sound and impartial data foundation, promoting safety
and reliability. The next section presents the research questions and framework.

Research Questions and Framework

In response to recent research gaps identified by Sunyaev et al. (2023) the
following three research questions are proposed:

1. How do e-commerce businesses deal with current data usage for Al train-
ing during the development of BIS with Al capabilities?

2. Should e-commerce businesses share their data with Al vendors, or should
they develop BIS with Al capabilities internally to preserve competitive
advantage?

3. What are the best practices among e-commerce businesses for utilizing
existing business data for Al training (machine learning) during the devel-
opment of systems or software with Al capabilities?

Ronaghi (2023) developed a research framework for Al systems adoption,
presented in Figure 1. Based on this framework, a fourth research question is
formulated:

4. Do technology characteristics, organizational capabilities, and the external
task environment influence Al adoption within e-commerce businesses?

This fourth research question leads to three hypotheses to be tested in this study:

H1: Technology characteristics (TC) have a significant positive effect on Al adop-
tion (AIA) within e-commerce businesses.

H2: Organizational capabilities (OC) have a significant positive effect on AIA
within e-commerce businesses.

H3: The external task environment (ETE) has a significant positive effect on AIA
within e-commerce businesses.

Table 1 provides the definitions of these concepts. Table 2 presents the items
used to measure the constructs presented in Figure 1, as proposed by Ronaghi
(2023). The remainder of this article focuses on answering and discussing these
research questions and hypotheses.
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Technology
Ch teristi

aracteristics H1

— Artificial

Organizational H2 Intelligence
Capabilities Adoption
External Task H3

Environment

Figure 1: The Theoretical Framework Adopted from Ronaghi (2023)

Table 1
The Definition of the Constructs in the Research
Framework Presented in Figure 1

Construct Definition

Technology Characteris- This variable includes perceived advantages, security,
tics (TC) complexity, and the ability to integrate and apply a
technology (Ronaghi, 2023).

Organizational Capabili- This includes organizational readiness, senior manag-
ties (OC) ers’ support, managerial capabilities, and allocation of
the necessary resources (Ronaghi, 2023).

External Task Environ-  This includes competitive pressure, government policy

ment (ETE) and the regulatory environment, and support from soft-
ware vendors (Ronaghi, 2023).

Artificial Intelligence “The organizations’ decision-making process of choos-

Adoption (AIA) ing new technology for its requirements” (Pillai &

Sivathanu, 2020).

Research Methodology

To answer the research questions, quantitative research methods, including struc-
tural equation modeling (SEM) were employed, as suggested by Field (2013) and
Hair et al. (2010). To collect the primary research data, a survey questionnaire com-
prising three main sections was developed. The first part included demographic ques-
tions. The second consisted of items seeking participants’ opinions on the first three
research questions to understand their views on best practices of Al system develop-
ment. The third part, adopted from Ronaghi (2023), focused on answering the fourth
research question and evaluating the three proposed research hypotheses (see Table
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2). For validation, the questionnaire was reviewed by three associate professors from

different universities specializing in management information systems. Subsequent-

ly, the survey was distributed to participants and data was collected via the Prolific

platform. Inclusion criteria were: participants must be currently employed, use tech-

nology at work, have current or prior managerial experience, work in businesses that

sell products or provide services online, and use Al systems or software in their work.

Prolific provided the necessary screening to select appropriate participants. In addi-

tion, the questionnaire included screening questions to verify participant eligibility.

After reviewing the collected data, 264 valid responses were retained and analyzed
using SPSS and AMOS, a powerful SEM software developed by IBM.

Table 2

The Survey Instrument for the Fourth Research

Question (Ronaghi, 2023)

Construct Item Used
Technology The use of Al has an advantage over other technologies.
Characteristics .
(TC) Al saves the company financial costs.
It is easy to learn and work with Al software and equipment.
Al speeds up the work processes.
Al helps with customer service and enterprise resource management.
Al increases our productivity.
Al enhances the effectiveness of activities and decisions.
Al technology has good security.
Privacy and confidentiality aspects are preserved in Al technology.
Al is a safe technology, and its error is low.
Organizational Sufficient budget is allocated for Al deployment.
Capabilities ) . )
(0C) There are professionals with Al-related knowledge in our company.

Senior executives have sufficient support for Al deployment.
Senior executives are aware of the benefits of Al

Employees have the necessary knowledge of Al capabilities.
There is partnership between managers and staff in the Al project.

There is an incentive to deploy Al among employees.
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Cont. Table 2
The Survey Instrument for the Fourth Research
Question (Ronaghi, 2023)

Construct Item Used

External Task  There is pressure from the environment and competitors to use Al.
Environment

(ETE) Our company monitors the performance of other companies in the
field of AL
Al vendors provided the necessary training for employees.

Appropriate support is provided by Al vendors during the deploy-
ment process.

Appropriate support is provided by Al vendors after the deploy-
ment process.

Government laws and regulations provide adequate protection for

Al technology.
Artificial Intel- The Al deployment schedule is specified.
ligence Adop- . . .
tion (AIA) There has been sufficient funding and support from Al project

managers.
Customers welcome products in line with Al innovation.
Employees are motivated and involved in using Al

The use of Al facilitates processes and improves product quality.

Research Results

The results of the analysis of the collected data are presented in this section.
Table 3 provides the demographic information of the participants. In this research,
various statistical analyses were conducted using SPSS and AMOS. The analysis
began with descriptive statistics using SPSS for the second part of the question-
naire, which addressed the first three research questions and aimed to capture par-
ticipants’ views on best practices in Al systems development. This section includ-
ed 11 survey items. Figure 2 shows that 92.8% of participants reported that their
companies provide them with systems or software equipped with Al capabilities
for work purposes, while 5.7% of participants indicated that their companies are
currently in the process of developing such systems.
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Table 3
Demographic Profile of Participants
Item Group Number Percentage
Do you currently hold a manage- Yes 241 91.3%
rial position in your company?
No 23 8.7%
What is the size of your 50 Employees and less 45 17.1%
company? 51 - 100 Employees 57 21.6%
101 - 500 Employees 83 31.4%
501 - 1,000 Employees 32 12.1%
1,001 - 10,000 Employees 33 12.5%
More than 10,000 Employees 14 5.3%
Age Group 20 or below 8 3%
21-30 114 43.2%
31-40 58 22%
41-50 52 19.7%
51-60 27 10.2%
Over 60 5 1.9%
Gender Female 117 44.3%
Male 147 55.7%
Country of Residence South Africa 101 38.3%
United States of America 56 21.2%
United Kingdom 48 18.2%
Other Countries 59 22.3%
Sector Information Techpolpgy and 172 65.2%
Telecommunications
Banking and Finance 27 10.2%
Retailing 15 5.7%
Professional Services 15 5.7%
Manufacturing and Construction 15 5.7%
Others 20 7.5%
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Cont. Table 3
Demographic Profile of Participants
Item Group Number Percentage

Current Role Manager 129 48.9%
Software Developer 33 12.5%
Analyst 32 12.1%
IT Professional 14 5.3%

Executive 13 5%
IT Manager 10 3.8%
Administrator 9 3.4%

Others 24 9%

Does your company provide systems or software that has Artificial
Intelligence (AI) capabilities to be used in your work?

Figure 2: The Usage of BIS with AI Capabilities at Work

Table 4 presents the areas or business functions where Al capabilities are ap-
plied. The top three functions, in order, are service operations, product or service
development, and marketing and sales. The table also shows that almost 71.6%
of participants use Al capabilities in service operations, products and/or servic-
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es development, and marketing and sales. Figure 3 illustrates the frequency of
Al usage at work, indicating that nearly 66% of participants use Al capabilities
on a daily basis.

Table 4
Business Functions where AI Capabilities are Used

In which area or business function do you use systems
or software that have Al capabilities?

Frequency Percent

Manufacturing 10 3.8
Risk management 11 4.2
Supply chain management 16 6.1
Strategy and corporate finance 38 14.4
Marketing and sales 58 22.0
Product and/or service development 64 24.2
Service operations 67 25.4
Total 264 100

How often do you use systems or software that has
Al capabilities in your work?

Figure 3: Frequency of AI Capability Use at Work
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Using Al capabilities to support managerial and strategic decisions appears
to be a common practice among participants. As shown in Table 5, nearly 81%
rely on Al-generated output to inform decisions related to their work activities.
Figure 4 indicates that almost half of the participants use generative Al models
(e.g., ChatGPT) in their work. Figure 4 also shows almost 33% use data analytics
tools (e.g., Power BI) as part of their Al capabilities to support their job functions.

Table 5
The Use of AI to Guide Decisions

Do you use the output of Al-enabled systems or software
to guide your work-related decisions?

Frequency Percent

No 8 3.0

We are planning to use Al capabilities to guide our

work-related decisions 41 15.5
Yes 215 81.4
Total 264 100

What are the Al capabilities that you use in your work?

Figure 4: AI Capabilities Used
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Participants were asked about their current experience with methods used to
develop Al capabilities in their companies. Table 6 illustrates that e-commerce
businesses adopt varied approaches to developing their own Al-enabled systems
or software. Table 6 shows that 37.9% reported that their companies purchase
ready-packaged software with built-in Al capabilities for employee use, 36% in-
dicated that their companies develop such capabilities in-house, and 26.1% stated
that their companies outsource the development of Al systems or software to ex-
ternal vendors.

Table 6
Current Al Capabilities Development Method

How did your company develop systems or software that have Al capabilities?

Frequency Percent

Outsourced to vendors 69 26.1
Developed in-house 95 36.0
Purchase a commercial solution 100 37.9
Total 264 100

Identifying best practices for Al capabilities development is one of the main
objectives of this research. When participants were asked about their personal
preferences and recommendations regarding methods for developing Al capabili-
ties systems or software, nearly 56% indicated a preference for in-house develop-

ment, as shown in Table 7.
Table 7
Recommended AI Capabilities Systems Development Method

In your opinion, how should companies develop systems or software
that have Al capabilities to maintain competitive advantage?

Frequency Percent

Outsourced to vendors 58 22.0
Purchase a commercial solution 58 22.0
Developed the system in-house 148 56.1
Total 264 100

106



Husam Alfahl

Participants were also asked about their companies’ current practices regard-
ing Al capabilities development, specifically the use of real business data during
the training phase of Al systems or software. As shown in Table 8, approximately
51% indicated that their companies use real business data to train Al systems or
software. In addition, about 27% reported that their companies employ pre-built
Al systems or software packages that do not require Al training or machine learn-
ing and are ready for immediate use. On the other hand, around 18% stated that
their companies use dummy data for training the Al systems or software during
the development phase.

Table 8
Current Training Practice for AI Capabilities Development

How did your company deal with training systems or software that have
Al capabilities (machine learning) during the development of the system?

Frequency Percent

No training to the system was preformed 11 4.2
We used dummy data to train the system 48 18.2
We useq a ready system that does not require Al training 71 26.9
or machine learning

We used real data to train the system 134 50.8
Total 264 100

To further explore best practices in the development of Al capabilities sys-
tems or software, participants were asked to share their personal preferences and
recommendations regarding Al training-specifically, the use of real business data
during the development phase. As shown in Figure 5, nearly 57% of participants
recommended using real business data to train the new Al systems or software
during development. On the other hand, approximately 24% suggested utilizing
pre-built Al systems or software packages that do not require additional training
or machine learning and are ready for immediate deployment. Meanwhile, about
15% recommended using dummy data for training purposes during the develop-
ment stage.
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In your opinion, how should companies deal with training of systems
or software that has Al capabilities (Machine Learning) during
the development of the system?

Figure 5: Recommended Training Practice for AI Capabilities Development

Table 9 presents the participants’ personal preferences and recommendations
regarding best practices for developing Al capabilities systems or software. Spe-
cifically, if such systems or software are developed through specialized Al ven-
dors, the question focused on whether real business data should be shared for
training purposes during the development stage. Nearly 37% of participants pre-
ferred not to disclose real business data to Al vendors, while an additional 30%
did not recommend sharing real business data with Al vendors.

Table 9
Share Real Business Data with AI Vendors

If companies develop systems or software that have Al capabilities through
vendors, should they share their real business data with AI vendors?

Frequency Percent

No 80 30.3
Yes 85 322
Prefer not to disclose real business data with Al vendors 99 37.5
Total 264 100
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Participants were also asked to identify potential risks that may arise during the
development of Al capabilities if such systems or software are developed through
specialized Al vendors and real business data is shared for the training purposes
of these new systems or software. The question posed was: “If companies de-
velop systems or software with Al capabilities through vendors and share their
real business data with Al vendors, what are the possible risks that might occur?
Please select all that apply”. Table 10 presents the responses to this question and
the frequency with which each risk was selected. The top concerns identified by
participants included data privacy issues, loss of business data and trade secrets,
cyber-attacks, and data breaches.

Table 10
Possible Risks for Sharing Real Business Data with AI Vendors
Possible Risks Counts
Data privacy issues 220
Loss of business data and secrets 170
Cyber attacks 160
Data breaches 160
Loss of competitive advantage 130
Loss of control 110

The final question in the second part of the survey was: “What are the best
practices among e-commerce businesses for the utilization of current business data
for Al training (machine learning) during the development of systems or software
with Al capabilities?” This question was designed to address the third research
question and provided several insights into best practices. First, respondents em-
phasized the importance of businesses defining clear objectives, goals, and use
cases for the new Al system or software, ensuring these align with the strategic
goals of the organization. Additionally, businesses should articulate how the Al
system will create value for the organization and specify the purpose of using real
business data for developing Al capabilities. This clarity will help in selecting the
appropriate data that directly relates to the systems used for training purposes.

Many participants suggested that the data used for Al training should be di-
vided into three sets: training, validation, and testing datasets. They also outlined
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several essential steps in the data preparation process for Al system development.
These include:

» Data preparation, which involves ensuring data quality through cleaning
and transformation.

» Data selection, based on criteria such as relevance, representativeness, and
diversity.

» Data protection and governance, encompassing practices like data anonymi-
zation, encryption, and access control.

Participants also emphasized the need for businesses to provide scalable infra-
structure for handling large datasets and to create efficient pipelines for transfer-
ring data across systems. Moreover, they recommended augmenting business data
with information from external sources. Many participants noted the importance
of converting data into appropriate formats for Al algorithms and emphasized that
data normalization is essential to scale the data and prevent feature dominance.
Lastly, they acknowledged that data labeling and annotation are critical for super-
vised learning models.

Overall, participants agreed that businesses should adhere to industry best
practices as well as security, regulatory, and ethical standards in the development
of Al systems or software. Leveraging current business data for training Al sys-
tems requires a careful balance between technical efficiency, ethical responsibil-
ity, and regulatory compliance. To ensure data security and governance, compa-
nies must implement data encryption, access controls, and robust data governance
policies. Compliance with data privacy and protection regulations is essential,
which includes anonymizing and aggregating sensitive information to maintain
confidentiality and prevent unauthorized disclosure. Proper procedures should be
established to remove personal or sensitive information from the training data,
ensuring that such data is never exposed to Al tools. Moreover, when Al sys-
tem development is outsourced to vendors, companies should sign confidentiality
agreements, retain full ownership of the data, and constantly monitor and audit
the development process.

Finally, participants emphasized that high-quality data significantly enhanc-
es an Al system’s or software model’s ability to learn effectively and produce
reliable outputs. The criteria for high-quality data include accuracy, cleanliness,
consistency, relevance, diversity, completeness, and representativeness. These at-
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tributes collectively reflect participants’ views on what constitutes best practices
for training data during the development of new Al systems within e-commerce
businesses. The remainder of this section addresses the fourth research question
and presents the results of testing the three proposed hypotheses.

Exploratory Factor Analysis

The analysis began with an exploratory factor analysis (EFA) using SPSS to
assess the correlations among items within each construct in the research model
presented in Figure 1. Generalized least squares was used as the extraction meth-
od, while Promax rotation with Kaiser normalization was used to measure the
unique relationships between each item and the constructs. Results from the first
round of EFA revealed that two items did not load onto any construct. Conse-
quently, these two items were removed, and the EFA was conducted again. Table
11 presents the results of the second round of EFA, including the item loadings
for each construct.

Table 11

EFA Results — Second Round

S Factor
1 2 3 4

TC1 0.674
TC2 0.687
TC3 0.639
TC4 0.845
TCS 0.645
TC6 0.772
TC7 0.768
TC8 0.445
TC9 0.506
TC10 0.383
oC1 0.376
ocC2 0.490
0C3 0.525
ocC4 0.703
0Cs 0.453

0Co6 0.548
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Cont. Table 11
EFA Results — Second Round

Ttems Factor
1 2 3 4

ETE2 0.453

ETE3 0.817

ETE4 0.916

ETES 0.874

ETE6 0.632

AIA1 0.429
AIA2 0.581
AIA3 0.705
AlA4 0.741
AIAS 0.726

To assess the sampling adequacy for the EFA, the Kaiser-Meyer-Olkin test
was performed, yielding a value of 0.924, which is acceptable (Field, 2013; Kai-
ser, 1974). In addition, reliability tests were performed on the research instrument
and its items. The analysis revealed a Cronbach’s alpha value of 0.936 for the
entire instrument comprising 26 items, which is acceptable, as recommended by
Field (2013). Therefore, the research instrument is considered a reliable measure
(see Table 12 for more details).

Table 12
Reliability Test for the Data Collection Instrument and the Items Used

Cronbach’s Alpha  Number of

Test for Value Items
The whole instrument 0.936 26
Technology characteristics (TC) 0.905 10
Organizational capabilities (OC) 0.881 6
External task environment (ETE) 0.852 5

Artificial intelligence adoption (AIA) 0.780 5
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Structural Equation Modeling (SEM)

Confirmatory factor analysis (CFA) was conducted using AMOS to validate
the factor structure of the dataset. The process began with model construction and
the integration of the collected data into the specified model. The results of the
CFA are presented in Table 13.

Table 13

CFA Analysis Results (Hair et al., 2010; Hu & Bentler, 1999)
Measure Value Threshold and Comments
Chi-square/df (CMIN/DF) 1.687 <3, good
p-value for the model 0.000 >0.05
CFI 0.946 > 0.90 acceptable, > 0.95 good fit
IFI 0.947 > 0.90 acceptable, > 0.95 good fit
TLI 0.938 > 0.90 acceptable, > 0.95 good fit
RMSEA 0.051 <0.05, good; 0.05-0.10, moderate
PCLOSE 0.399 >0.05

Convergent and discriminant validity tests were conducted to assess the valid-
ity of the CFA results. These tests involved calculating the composite reliability
(CR), average variance extracted (AVE), maximum shared variance (MSV), and
average shared variance (ASV). As shown in Table 14, two convergent and discri-
minant validity concerns were identified and are highlighted in red: the AVE and
AIA for TC values are below 0.50. Furthermore, multicollinearity was assessed
using the variance inflation factor (VIF), and the results for all constructs were
below 5, which is acceptable (Hair et al., 2010).

Table 14
The Results of Convergent and Discriminant Validity
Tests for the Research Model

CR AVE MSV MaxRH) OC ETE AIA TC
oC 0.890 0.575 0.506 0.893 0.758
ETE 0.861 0.561 0.506 0.900 0.711  0.749
ATA 0.778  0.420  0.348 0.805 0.512 0.406 0.648
TC 0.895 0.461 0.446 0.899 0.668 0.651 0.590 0.679
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Path analysis (PA) testing was subsequently conducted using AMOS to eval-
uate the model structure and test the research hypotheses. Table 15 presents the
results of the hypotheses testing. H1 and H2 were supported, while H3 was not
supported. The following section discusses these results and their implications.

Table 15
Hypotheses Testing Results
Hypotheses From To S.E. C.R. p-value Hgg;;l:;stis
H1 TC ATA 0.073  3.887 HrE YES
H2 oC AIA 0.068 2279  0.023 YES
H3 ETE AIA 0.079 -0.796 0.426 NO

Discussion and Implications

The first research question asked: “How do e-commerce businesses deal with
current data usage for Al training during the development of BIS that have Al
capabilities?”” The second was: “Should e-commerce businesses share their data
with Al vendors, or should they develop BIS with Al capabilities internally to
maintain a competitive advantage?” The first question pertains to current practic-
es, whereas the second focuses on identifying best practices.

Some participants reported that their companies use real business data to train
Al systems or software, while others stated that their companies use dummy data.
The use of real business data is a common practice among companies aiming
to develop high-quality Al systems. According to Whang et al. (2023), quality
data is essential for machine learning-no matter how advanced the algorithms,
they cannot function effectively without reliable input. Real business data can
be used to train new Al systems, provided that proper data governance policies
are established and enforced. When development is outsourced, a well-defined
contract must be in place to protect the shared data. According to Panian (2010),
data governance involves data quality management, data stewardship, data archi-
tecture, and data privacy and security. Indeed, implementing a comprehensive
data governance framework is essential for addressing data quality challenges in
Al system development (Aldoseri et al., 2023). Additionally, anonymizing and
removing sensitive information to maintain privacy and security should be per-
formed before using the data for Al training purposes. Such a practice reduces the
risk of breaching customer privacy.
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When participants were asked about best practices for developing Al capabil-
ities, many expressed a preference for in-house development. Additionally, many
recommended the use of real business data during this phase to train Al systems.
On the other hand, when Al systems or software were developed by specialized
Al vendors, many preferred not to disclose real business data to these Al vendors.
Participants cited several potential risks associated with sharing business data
with Al vendors, including data privacy concerns, loss of proprietary information,
cyber-attacks, and data breaches. These concerns have been highlighted by many
researchers (Dwivedi et al., 2021; Gupta et al., 2024; Jakkula, 2022).

The third research question was “What are the best practices among e-com-
merce businesses for the utilization of current business data for Al training (ma-
chine learning) during the development of systems or software with Al capa-
bilities?” We can conclude that e-commerce companies should establish a clear
purpose for Al capabilities development, as this will help them devise the most
effective development strategy. Participants recommended several specific and
optimal practices during the development of the new Al systems:

* Divide the data intended for training purposes into training, validation,
and testing datasets. As part of the training process, include steps for data
preparation, data selection, and data protection and governance.

* Provide scalable infrastructure capable of handling large datasets, convert
data into formats suitable for Al algorithms, and implement robust data
labeling and annotation procedures.

» Follow industry best practices, with particular attention to security, regulato-
ry compliance, and ethical standards in Al systems or software development.

» Implement and enforce data encryption, access controls, and data govern-
ance policies. Anonymize and aggregate sensitive information to maintain
privacy and security. Do not disclose any sensitive information to Al tools.

* Ensure that only high-quality data is used in training the new Al system, en-
hancing the model’s ability to learn effectively and produce reliable outcomes.

According to Whang et al. (2023), gathering the right data and improving its
quality is becoming increasingly critical for the development of Al systems. They
propose data management techniques such as data collection, cleaning, validation,
and integration, all of which contribute to more robust training approaches. To ad-
dress data quality challenge, Aldoseri et al. (2023) outline a comprehensive process

115



AJ.A.S, Vol. 33, No. 1

for data-driven Al, encompassing data collection, data preparation, machine learn-
ing, model validation, model deployment, and continuous improvement.

Finally, the fourth research question posed was: “Do technology characteristics,
organizational capabilities, and the external task environment affect Al adoption
within e-commerce businesses?”. As demonstrated by the results above, H1 and H2
were supported. This suggests that Al technology characteristics and organization-
al capabilities have a significant positive influence on Al adoption in e-commerce
businesses. Based on these findings, e-commerce firms can make informed deci-
sions when adopting Al solutions that align with their strategic goals and operational
needs. These results are consistent with the findings of Ronaghi (2023), with the
exception of H3, which was not supported in the current study. The ETE construct
in H3 includes competitive pressure, government policy and the regulatory envi-
ronment, and support from software vendors. The results indicate that this construct
does not have a significant positive effect on the adoption of Al systems within
e-commerce businesses. This may be attributed to the notion that the external envi-
ronment holds less importance to e-commerce businesses, as they operate globally
in a highly competitive market. Additionally, many e-commerce companies are tech-
nology-driven organizations that adhere to the software-as-a-service (SaaS) model.
As such, they offer advanced, high-performance systems that are primarily devel-
oped by highly skilled personnel within the company. These distinct characteristics
of the e-commerce sector differ from the context explored by Ronaghi (2023), which
focused on manufacturing industries implementing circular economy practices.

Conclusion

With the global rise of e-commerce, businesses are under increasing pressure to
deliver an optimal customer experience to consumers using their online portals to
purchase products or services. The development of these portals using Al systems
or software has become a priority for many e-commerce businesses. However, they
face several challenges in this process-one of which involves providing real business
data to Al system or software vendors for training purposes. This study explores how
businesses manage the issue of sharing real business data with vendors, treating it as
a vital resource for training Al systems or software, in line with current best practic-
es. The research contributes to the literature by identifying best practices in develop-
ing Al systems or software for use by e-commerce businesses, while also examining
factors that may influence the adoption of such technologies within the sector.
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This study’s findings are consistent with previous research, which highlights
key challenges in Al implementation such as data privacy concerns, the loss of
business data and trade secrets, cyber-attacks, data breaches, and the erosion of
competitive advantage and control. To address these challenges, e-commerce
businesses should enforce robust governance policies and establish comprehen-
sive contracts to protect shared data. These agreements should include provisions
to anonymize and remove sensitive information to ensure privacy and security
before the data is used for Al training. Furthermore, the current study demon-
strates that Al technology characteristics and organizational capabilities have a
significant positive impact on the adoption of new Al systems or software within
e-commerce businesses.

Limitations and Directions for Future Research

This research is exploratory in nature and carries certain limitations. One such
limitation is the relatively small sample size. Additionally, the study focuses sole-
ly on businesses that sell products or services online. Future research could rep-
licate this study and evaluate the constructs influencing the adoption of new Al
systems or software in different contexts or target other market segments.
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